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Research on an Anomaly-based Intrusion Detection Algorithm for
Compromised Nodes in Wireless Sensor Networks
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Abstract: Wireless sensor network was widely used in many applications, and sensitive data was needed to col-
lect, thus security was crucial. Once the sensor node was compromised, and did not take the appropriate measures,
the node’s key information was easily leaked. The attacker could masquerade as these nodes to inject arbitrarily erro-
neous information the network, which led to a sharp decline in network secutity. An anomaly-based intrusion detec-
tion algorithm for compromised nodes was proposed, which could effectively identify the compromised nodes in the
wireless sensor networks., Algorithm abstracted the relationship between the sensor nodes, using Event-driven to
determine if the node sent data packets in a fixed time interval. According to the time difference, the base station
confirmed if suspicious node was really a compromised one. Algorithm did not rely on any assumption how the com-
promised node acted and conspire to each other, and could identify the overwhelming majority of the compromised
nodes which deviated from the normal behavior, without “false positives”.
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On {arrival of} packet

If(node_idp! =0) AND (node_idp NOT in
compromised[ |)

If node_idp already in arrival_time_buffer

If num_buffer_packets<Umax_buffer_packets

If arrival_time>>high_value

high_value=arrival_time

Else If arrival_time<(low_value

Low_value=arrival_time

End If

Else

If (arrival_time>high_value) OR

(arrival_time<low_value)

Send ALERT (node_idp, node_ids) to base
station

End If

End If

Else

If max N not reached

Add node_idp to arrival_time_buffer

End If

End If

End If
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On {arrival of} REQUEST_TRANSMISSION
_TIMES()
Send TRANSMISSION_TIMES (transmission
_time_buffer) to base station
BWBE YR BRENRE X MR SEH
[f] (transmission_time_buffer[ X D J5 , 23k H 17 H|
o SR A R I IX B i [F] IR A I 4%, AR 4 R
VR Bt AR TR AR RN RMER R
E—RT BB B AR HAR S AT S
HWAEEART R B, AHRBRRK R H 7 KA
HIEHIFTEBEIT -
/[« BEVE B B A] B8 A L% TRANSMISSION_
TIMES(transmission_time_buffer) J5 , 3] 5% 37 &
RERBMETE
On {arrival of}
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For i<size of packet_buffer

If transmission_time_buffer[i]! = transmis-
sion_time_buffer[i+1]
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Compromised node identified
Send broadcast
COMPROMISED_NODE_FOUND(node_ida)
End If
End For

If compromised node not identified

Send VALID_NODE_FOUND (node_idvalid)
to

node_idb

End If
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On {arrival of}

COMPROMISED_NODE_FOUND (node_id-
compr)

Clear out any values in arrival_time_buffer for
node_idcompr

Add node_idcompr to compromised[ |
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BEXM:

[1] LAWY W,HAVINGA P J M. How to secure a wire-
less sensor network[ C]//Vienna, Austria:Proceedings
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sors, Sensor Networks and Information Processing
Conference, 2005 :89-95.
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